
CYBER SECURITY
TRAINING OUTLINE

With the unstoppable digitization and networking of all areas of life, the need to protect individuals, companies and 
critical infrastructures against insufficiently secured or manipulated computer systems increases. To minimize the 
possible risks of the increasingly complex digital infrastructures, highly qualified specialists from the field of cybersecurity 
are required. As is well known, the demand for IT security experts is currently high and is expected to grow. Our Web 
Cyber Security training program links the theoretical and practical approach so the participants will learn how to apply on 
their daily working routine all the skills and as well share their knowledge with peers or other interested parties.

Target:

The Web Cyber Security Training covers the necessity of web and internet security, attack methods, concepts and 
techniques used by cybercriminals, the protection of personal data and privacy up to the protection of company 
data, and shows professional perspectives in the area of web and cybersecurity. The training also uses hands-on 
labs, case studies, and interactive exercises to deepen your knowledge for the field.

The training participants deal with aspects of information, system, network, and mobile security and as well the 
web vulnerabilities. The physical protection of devices and buildings, as well as the ethical and legal framework, 
are also included. The participants also develop important defense and mitigation techniques for protecting 
companies and gain insights into the requirements and fields of activity of cybersecurity experts.

 
At the beginning of the training, each participant will learn about the introduction to cybersecurity and web 
vulnerabilities, cryptography. The trainees deepens and expands his/her knowledge of using cybersecurity 
techniques and deal with digital technology, operating system, and network security. 
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ABOUT THE COURSE

Scope:

WHAT YOU WILL LEARN?

Know-how:

 Understanding security controls for networks, servers, and applications
 Understanding the most common threats, attacks, and vulnerabilities.
 Learn valuable security principals and how to develop compliant policies.
 Implement proper procedures for data confidentiality and availability.
 Develop critical thinking and problem-solving skills using real-life problems
 Gain insights for how businesses protect their operations from attacks.
 Deepen knowledge in how best to detect and respond to security incidents.
 Learn how to identify cyber-attacks, symptoms of penetration & how to take countermeasures
 Describe the principles of confidentiality, integrity, and availability for the different states of data and learn
 about the different types of data protection.
 Acquire essential knowledge in the areas of cybersecurity, information security, application security,
host and system security, network security, mobile security, security laws, ethics, and security guidelines.
 Explain how cybersecurity professionals use technologies, processes, and procedures to defend all 
 components of the network.
 Explain the connection between cybersecurity and the purpose of laws.
 Get to know the professional requirements and opportunities of cybersecurity experts.
 Learn to describe the characteristics and motivations of cybercriminals and cybersecurity experts.

The participants of the training will also gain some social skills such as: 

Upon completion of training, the participants will gain knowledge on:

As part of the training, the methodology seeks to apply the following approach:

Learn to assess the scope of today's cyber-attacks on people, companies, countries, and governments.
Learn how to handle sensitive data responsibly.
Critically question information sources on the Internet.
Learn what types of data are available and what physical states they can be in.
Learn about the importance of confidentiality, integrity, and availability of data.
Name and understand the common methods used by cybercriminals.
Learn how to successfully back up and protect data.

The course is aimed at selected staff in 7 VTCs, EARK, ICK, and ICT teachers in 8 VET ICT schools.

This training course is based on a combined teaching model between the Online Training and 
Hands-on labs method. It applies active participation, as essential to the success of the training.
The participants contributes not only to the cadence of teaching but also to the deepening of the
subject. Thus, the participants l benefits from a great autonomy also in the search for solutions.
For individual knowledge and skills, at the end of the course, participants will be able to think
critically about the security issue and crate a broad idea for solutions.
The learning experience is more intense and more lasting. 

Training will be held from 16/06/2020 to 14/06/2020, from 17:00 to 20:00hrs with the course programme including 
the practical sessions as described in the training outline.

Each participant should have one PC or laptop computer and enough internet capacity to participate in the
online training; The participants should set up the following applications on to the computer before 
going to training.

The participant will have a timeline of two weeks after the training to prepare a small project using the tools
implemented during the training (case study work).

Implementation Approach: 

Online Lectures
Demonstrations
Hands-on practice
Peer interaction with participants
Online resources to use during and after class
Case study-group exercises- practical activity 

Training platform (webinar) setup (if required) 
The required platform to participate in the training and run the practical sessions.
Virtual machine (Preferably Oracle VM VirtualBox)
Other operating system setups and system images and installation instructions, 
will be provided to you on the first day of training

Participants will be assessed by completing a task, which will be sent to them in
advance for assessing their skills. 

The evaluation will be attractive and composed of the content that they learned during the training.
The exam will include questions with multiple choices and explaining the concepts.

Pre-requisites: 

The training will be assessed in two forms:

implemented by:
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PhD Blerton Abazi, is a dedicator Information System, Web Cyber Security and Business 
Informatics instructor with more than 10 years of teaching experience as Instructor and 
university professor on the IT, Cybersecurity and Information Systems subjects. He has 
got more than 10 years professional experience on leading and implemented different 
projects supported by national and international organizations, with relevant experience 
on implemented technical projects such as e-commerce platforms, social media 
marketing models etc


